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1. Introduction

A black box security test was conducted on Daedalus-Systems website.. This report details the methodology
followed, its limitations, the GDPR requirements for the business, a brief analysis of the vulnerabilities found and a
summary of recommendations. We detail the security standards (including the GDPR compliance) and present
recommendations for full compliance. Figure 1 details Daedalus-Systems Web Application Penetration Testing.

Fig 1. WPT Description

2. Testing Methodology

Our security testing methodology combines PTES (Penetration Testing Execution Standard) and the OWASP
Web testing framework. PTES provides a structured approach to penetration testing, detailing a seven phase
procedure (PTES, 2014). We used a combination of manual and automatic testing as both approaches have their
benefits (Stefinko, 2016).

3. Modelling Methodology
We followed the Microsoft Threat Modelling Process to identify and list potential threats, security

vulnerabilities and inappropriate defence mechanisms. This process has six steps, as shown in Figure 2.
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Fig 2. Threat Modelling Process, sourced from Microsoft Docs (2022)

Here is how we did the threat modelling on the targeted application:

● Step 1: In the case of Daedalus, the personal data of the clients in the business database is the most valued
asset.

● Step 2: The technologies required for the application are detailed in Section 4.1.2 (Server software and
technology found)

● Step 3: The methods to consume the digital asset are documented in Section 4.1.3, where we present all the
subdomains of the targeted website.

● Step 4: The vulnerabilities we found are in Section 4.2 (“Security Vulnerabilities”).
● Step 5: We documented the threats in Section 4.2 (“Security Vulnerabilities”) with description, target,

techniques used and strategy to manage risk
● Step 6: We use the DREAD risk analysis model to identify vulnerabilities, and assess their seriousness.

(Meier, 2003) This is shown in Section 4.2, Figure 8 and Figure 9.

4. Summary of Findings

The targeted platform is protected with Imunify360 and therefore it was impossible for us to perform further scans
without having our IP blocked. To solve this we performed scans using Proxychains and TOR, redirects our network
traffic hiding our true IP address. Next, we present the summary of our findings.

4.1. Information gathering stage

We obtained information about the open ports, services, versions of the applications, version of the operating
system, etc.

4.1.1. Port scanning using Nmap

We used -sU for UDP and sT for TCP protocol. Fig 3 presents the TCP results. Fig 4 shows the UDP results. In the
Appendix, we documented the original prints (Appendix Fig. 2 and Fig 3)

2

https://www.a2hosting.com/kb/cpanel/cpanel-security-features/imunify360


Fig 3. TCP scan

Fig 4. UDP scan

4.1.2. Server software and technology found

The server software and technology found are shown in the Appendix Fig 1.. The targeted website is protected with
Imunify 360, which comes from the host A2 Hosting (This can be seen in the Nmap scan print documented in the
Appendix Fig 1. Imunify360 protects against malware infections, web attacks, vulnerability exploitation, and other
threats. (Imunify360, 2022)

4.1.3 Subdomain enumeration

In Figure 5, we mapped the domain using KnockPy to identify additional targets that could be exploited, by running
the following command from a unix/linux terminal:

Fig 5. Command from a unix/linux terminal

Next, Figure 6 shows all the subdomains found:
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Fig 6. KnockPy Results

4.1.4 Looking for sensitive files

We used DirBuster to brute force directories and file names on the targeted application. We used the default
directory-list-2.3-medium.txt. Quite often, what looks like a web server in a state of default installation is actually not,
and has pages and applications hidden within. The scan we did with DIrBuster didn’t identify hidden files and
directories.

4.1.5 SQL injection attack experiment

We used SQLMap to identify entry points vulnerable to a SQL injection exploit. Results show no sql injection exploits
that can be leveraged. See Figure 7 for details.

Fig 7. SQLMap Results
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4.2. Security vulnerabilities overview

We used proxychains and TOR to perform scans on the targeted website with VEGA (Appendix Fig. 4), OWASP ZAP
(Appendix Fig. 5) and Arachni, three widely used pentesting tools. In total, there were 21 issues found, as is shown in
Figure 8.

Fig 8. Vulnerabilities grouped by risk severity

We did not include threats given the cost required to address them. However, we listed them in Section 4.2.1.6
(“Other Vulnerabilities”). If a threat is rated as High, it poses a significant risk to your application and needs to be
addressed as soon as possible. Medium threats need to be addressed, but with less urgency. The classification
rating is shown in the Figure 9 below:

Fig 9. DREAD ratings

Next, Figure 10 shows the OWASP Top 10 vulnerabilities in the Daedalus application.
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Fig 10. OWASP TOP10 Analysis

4.2.1  High/medium risk vulnerabilities found

1. Page Fingerprint Differential Detected - Possible Local File Include

Risk Rating High

Description

A different response fingerprint in relation to a local file include injection attempt
was detected.
This may indicate the existence of a local file include vulnerability, and could
allow attackers to gain unauthorised access to sensitive information.

Target https://www.daedalus-systems.co.uk/
Request GET /index.php?route=product/product/write&product_id=/./

Solution
Developers should canonicalize the path of any filesystem resource that has a
path composed of externally-supplied input and perform an authorization check
prior to access.

Resource /index.php

References Directory Traversal (Wikipedia), Path Traversal (OWASP), Avoiding Path
Traversal (OWASP).

2. Possible HTTP PUT File Upload

Risk Rating Medium
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Description

The HTTP PUT method allows HTTP clients to store resources on a HTTP
server. This means file upload capability. A loss of system integrity could occur
if such a request were made, as a server overwrites pre-existing resources
located at the URI of a PUT request.

Target https://www.daedalus-systems.co.uk/

Resource http://www.daedalus-systems.co.uk/https:/PUT-putfile

Impact Arbitrary file uploads could affect system integrity if an attacker were to
overwrite a pre-existing resource on the server.

Solution
Server settings should be reviewed to identify and disable the misconfiguration.
Apache allows for methods such as PUT and DELETE to be restricted using
the LIMIT directive.

References
RFC 2616 - HTTP 1.1: Section 9 (IETF) Apache httpd Core Documentation:
Limit Directive (Apache) OSVDB 397: Multiple Web Server Dangerous HTTP
Method PUT (OSVDB)

3. Insecure cookie setting: missing HttpOnly flag

Risk Rating Medium

Description

A cookie has been set without the HttpOnly flag, which means that it can be
accessed by the JavaScript code running inside the web page. If an attacker
manages to inject malicious JavaScript code on the page (e.g. by using an XSS
attack) then the cookie will be accessible and it can be transmitted to another
site.

Target https://www.daedalus-systems.co.uk/

Resource https://owasp.org/www-community/HttpOnly

Impact In case of a session cookie, this could lead to session hijacking.

Solution Ensure that the HttpOnly flag is set for all cookies.

Classification CWE-1004 OWASP Top 10 - 2013 : A5 - Security Misconfiguration OWASP
Top 10 - 2017 : A6 - Security Misconfiguration

4. Insecure cookie setting: missing Secure flag
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Risk Rating Medium

Description

Since the Secure flag is not set on the cookie, the browser will send it over an
unencrypted channel (plain HTTP) if such a request is made. Thus, the risk
exists that an attacker will intercept the clear-text communication between
the browser and the server and he will steal the cookie of the user.

Target https://www.daedalus-systems.co.uk/

Resource OWASP Web Security Testing Guide

Impact In the worst case scenario, the cookie will be a session cookie
and the attacker could gain unauthorised access to the victim's web session.

Solution

Whenever a cookie contains sensitive information or is a session token, then it
should always be passed using an encrypted channel. Ensure that the secure
flag is set for cookies containing such sensitive information.

Classification
CWE-614 OWASP Top 10 - 2013 : A5 - Security Misconfiguration OWASP Top 10
- 2017 : A6 - Security Misconfiguration

5. Insecure cookie setting: domain too loose

Risk Rating Medium

Description A cookie may be used in multiple subdomains belonging to the same domain.

Target https://www.daedalus -systems.co.uk/

Resource OWASP Web Security Testing Guide

Impact Potentially risky websites under your main domain may access those cookies
and use the victim session on the main site.

Solution
The Domain attribute should be set to the origin host to limit the scope to
that particular server.

Classification
CWE-614 OWASP Top 10 - 2013 : A5 - Security Misconfiguration OWASP Top 10
- 2017 : A6 - Security Misconfiguration

6. Vulnerabilities found for server-side software
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Risk Rating Medium

Description
These vulnerabilities expose the affected applications to the risk of
unauthorised access to confidential data and possibly to denial of service
attacks.

Target https://www.daedalus -systems.co.uk/

Resource OWASP Web Security Testing Guide

Impact Potentially risky websites under your main domain may access those cookies
and use the victim session on the main site.

Solution
Upgrade the affected software to the latest version in order to eliminate the
risk of these vulnerabilities.

Classification
CWE-1026 OWASP Top 10 - 2013 : A9 - Using Components with Known
Vulnerabilities OWASP Top 10 - 2017 : A9 - Using Components with Known
Vulnerabilities.

4.2.2. Low/informational vulnerabilities found

Next, Figure 11 shows the Low Risk Vulnerabilities found and Figure 12 presents the Informational Risk
Vulnerabilities found.

Fig 11. Low Risk
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Fig 12. Informational Risk

5. Security standard analysis & GDPR compliance

5.1. GDPR - personal data

The General Data Protection Regulation (GDPR) governs the processing and sharing of personal data, including:
Subject Identification Data, Personal Data (any data that can be used to identify an individual), Spatial Data and
Cookie identifier. Figure 13 shows our conclusions regarding the data compliance for the targeted website that
includes payment facilities.

Fig 13. GDPR - Personal Data

5.2 GDPR Controls

Next, FIgure 14 presents the minimum controls daedalus site needs:
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Fig 14. GDPR Controls

5.3 GDPR Compliance Tests

Figure 15 below shows the GDPR compliance tests we performed.
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Fig 15. GDPR compliance

5.4 GDPR Compliance Tests Details

This section is aimed to provide the GDPR compliance test details regarding Privacy Policy, Website Security,
Transport Layer Security Encryption, Cookie Protection, Cookie Disclaimer.

5..4.1. Privacy Policy

Article 13 of GDPR requires the data controller to provide a notice to data subjects when collecting personal data.
However, privacy policy contains no text, as shown in FIgure 16.

Fig 16. Privacy Policy

5..4.2. Website Security

Article 5(1)(f), Article 24(1) & Article 32 of GDPR necessitate implementation, testing and maintenance of adequate
security controls to safeguard personal data. The following was identified as having out of date software:

Fig 17. Software Version

The Figures 18 and 19 below details the known issues with these versions:
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Fig 18. J-Query

Fig 19. Bootstrap

5.4.3. Transport Layer Security Encryption

Article 5(1)(f), Article 24(1) and Article 32 of GDPR require “examination and maintenance of adequate security
controls to protect personal data” (Anon GDPR). UK NCSC also give supplementary details on best practice that
include effective maintenance of the web application software stack including routine website security analysis.
Daedalus site is available on both port 80(HTTP) and port 443(HTTPS) access to port 80 should be removed or
redirected to the secure port 443.
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5.4.4. Cookie Protection

Article 5(1)(f), Article 24(1) and Article 32 of GDPR require examination and maintenance of security controls to
protect personal data, including effective maintenance of web application software and regular website security
analysis. However, each of these cookies is missing the following flags: Secure, HttpOnly, SameSite. This could
allow for leakage of sensitive information.

5.4.5. Cookie Disclaimer

Along with Article 13 of GDPR, the EU ePrivacy Directive requires website operators to obtain explicit consent prior
to setting any cookies. However, no Cookie Disclaimer is found on the site to opt in to receiving cookies.

5.2 WCAG Web Accessibility & Compliance Issues

Web Content Accessibility Guidelines 2.0, published in December 2008, became an ISO standard, ISO/IEC
40500:2012 in October 2012. WCAG 2.1 became a W3C Recommendation in June 2018. (W3C, 2018) The
accessibility of UK websites is covered by the Equality Act 2010. Business owners are required to make ‘reasonable
adjustments’ to make their websites accessible to people with disabilities. (Anon UK GOV,Wikipedia)

The WCAG compliance tests discovered the issues presented in Figure 20. The issues identified are addressed to
ensure full compliance with the WCAG guidelines.

Figure 20. WCAG compliance test

5.3 PCI DSS Compliance Tests

In the PCI security standards, Requirement 6 is about developing and maintaining secure systems and applications.
Requirement 6.2 is being disrespected because some components are outdated (as shown in Section XX). Besides,
Requirement 6.5 is being disrespected because the website contains public CVEs. FIgure 21 presents our
recommendations.
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Fig 21. PCI Recommendations

6. Pentest Timeline

Next, Figure 20  shows the project timeline.

Fig 20. Timeline

7. Conclusion

Following the PTES and the OWASP Web testing framework and Microsoft Threat Modelling Process, we performed
a comprehensive Web Application Pentest in the Daedalus site. Imunify360 is protecting the application so we had to
use ProxyChains and TOR to perform scans without being blocked. We identified high-risk, medium-risk, low-risk,
and Informational issues. When a threat is rated as high, it poses a significant risk to the application and needs to be
addressed as soon as possible. Medium threats need to be addressed, but with less urgency. We also examined
GDPR compliance and provided recommendations. The management team of the web site should ensure that
regular security assessments take place at least one every twelve months to identify any weakness in the cyber
security defences.
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Appendix Fig 1. Technologies

Appendix Fig 2. Original Scan Nmap TCP
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Appendix Fig 3. Original Scan Nmap UDP

Appendix Fig 4. VEGA Scan
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Appendix Fig 5. OwaspZAP
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